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Abstract—In the recent mobile wireless network, location for different applications to prevent applications from sharing
privacy is serious situation. Users’ identities can be edgiexposed  information with each other. However, simple applicatidn o
and their positions can be easily tracked by eavesdropping anonymity cannot solve security issues since using a long-

or other illegal usage of location-aware applications. In lis t d f h d ¢ id h ori
paper, we first discuss the potential privacy violation in ugng ‘cf'M PSeudonym ior each user does not proviae much privacy.

location-aware applications. Then we present and comparehtee  This is because a malicious attacker can violate anonymity
pseudonym-based techniques for location privacy protection, and by intercepting messages, stealing data from service @eovi
two Qiﬂerent ways for anonymity measurements. Next,_ a user- gndet al. and expose the real identity of a user.
centric model that are widely used is discussed. Consider &t Many strategies have been developed to protect personal
most tec_hnlques_reqw_re users to cooperate, we present_ a non location information by using anonymity One kind of Stgale
cooperative location privacy protocol and analyze the acleivable | " . )
gain in anonymity using game theory. is to control access to personal location information. One
such strategy is proposed by the Geographic LocARidvacy
(Geopriv) Working Group [4], which uses pseudonym for
|. INTRODUCTION identity and end-point authentication. In this design thkihg
Recently, technologies for locating and tracking indidtiu between the pseudonym and its holder is initially known only
are emerging at speeding pace. These location-aware apiglithe holder himself and a trusted server of the user, aftdr t
cations provide useful service by tracking people’s movwgmeusers are allowed to deliver pseudonym encrypted location
and providing appropriate information for each movemeat. Finformation using rule-based policies. Another strategy i
example, students in the campus may want to track the lotatigroposed by Hengartner and Steenkiste [5], which add digita
of hig’her friends so they can meet sooner, or they may wantdertificates to improve strategy by Geopriv.
track the location of the campus shuttle bus using cell ppone Another kind of strategy is to degrade location informa-
in their dorms so that they won't miss the bus when it is 12ffon in a controlled way before releasing it. Gruteser and
outside. Grunwald developeddaptive-Interval Cloaking Algorithmin
On the other side, we can see these location-aware appligd-which works to increase location privacy by reducing the
tions have the potential to track every movement of some desolution of location presented to location-aware apfitins.
vice or some one, and they can be more pervasive in the futufeis algorithm subdivides the area around a subject’s iposit
Also, we don't want these applications to communicatiorhwituntil the number of subjects in the area falls below certain
each other and get our position revealed to all applicatibos constraintk so that the location information of this subject
example, we may use some location-aware application to magendistinguishable from the location information of abée
our favorite cdfee shops to know our visits during workingk other subjects. Chaum proposed the techniquendfiple
hours, but we may not want the location-aware applicatiopseudonym and constructednix network in [3], where each
in our company to know we go out for affee all the time. user changes its pseudonyms alternatively to hide its iigent
Since we don't trust these applications and we have no dontBeresfordet al. developedmix zone in [7] and [8].
over them, we should always assume that these applicationghe structure of this paper is as follows. In Section II,
would collude against us. we present three techniques for location privacy protectio
Considering this tension, we need to be concerned abdmtSection I, we discuss two metrics and compare them base
our location privacy before these applications become too their éfectiveness in measuring anonymity. In Section 1V,
pervasive. Here the notion of location privacy is definechas twe presente a cooperative model where users can cooperate
ability to prevent other parties from learning one’s cutren Wwith each to protect their location privacy. In Section V, we
past location. Of course, we don’t want to stop all the lamati describe some basic concepts in game theory and use these
aware services, since they could use our position infoonaticoncepts to analyze a non-cooperative model in Section VI.
to provide useful services. What we need to do is to contrdle conclude the paper in Section VII.
access to our position information for privacy protection at
the same time make use of these location-aware applications
One solution to protect location privacy is to build or In this section, we introduce three techniques for location
modify location-aware applications to upseudonyms to hide Privacy protectionmultiple pseudonym, mix network and mix
true user identities. Pseudonym is simply a bit string thene. By the end we compare these three techniques based on
serves as public key for identification and end-point adbeir fectiveness in privacy protection.
thentication. For location sighting, location-aware éggtions
communicate users by tracing their pseudonyms, so usérsMix Network
become anonymous in user sightings for applications. It isin [3], Chaum constructedanix network. A mix network
also encouraged that users should adoffedint pseudonyms consists of normal message-routing nodes and mix nodes. A

Il. TECHNIQUES FOR LocarioN Privacy ProTECTION



mix node works by mixing the packets it has collected andix zones. This technique make users frequently change thei
forward them to others. The way for mixing could be reordgrseudonyms so that users are protected form being identified
the packets randomly or lexicographically. In this way, thby the locations they visit. In our threat model, the indixdl
source and destination of a message cannot be linked.dmes not trust the location-aware application but doed trus
such a store-and-forward manner, the mix network can matke raw location system (the sensing infrastructure that ca
communications within the network anonymous. Thereforposition locatables).
malicious attackerA can not trace the route of a message In this model, third-party applications are all assumed to
even thoughA knows the topology of the mix network. be untrusted, and a trustful event-driven middleware syste
However, it is still possible that the mix nodes may colluds assumed to help users hide their identity by positioning
together with A. If so, the communication is completelybetween the underlying location systems and untrusted-thir

exposed and thus is no longer anonymous. part applications. Users don’t communicate with applaradi
. directly for otherwise their identity will get exposed. tead,
B. Multiple Pseudonym they communication with the middleware system which will

In [3], Chaum proposed thaultiple pseudonymapproach in then talk with applications. In this way, one applicationlwi
the context of Internet communications, and aimed to tHe traeceive messages from an anonymous user and reply to the
fic analysis problem: how to keep confidential the informatiosame anonymous user.
of who converses with whom, and when they converse. ThisBefore any communications, first users register their ésger
technique is based on public key encryption, and uses aqulili applications in a geographic space with the middleware.
key named digitapseudonym for authentication of anonymousThen the middleware system divides the whole geographic
applications. It was later applied for location privacy imlile space into two kind of zones at application level based on
ad hoc network (MANET) as follows. First an authority createthe register information: application zones and mix zones.
a list of pseudonyms and assigns a set of pseudonyms to eAohapplication zone is an area where at least one user has
node. Later on, pseudonyms are used by nodes alternativegistered a callback. If a user registers interest in a set
for communications with each other or with the authority. lof location-aware applications, then the middleware syste
this way, the authority is unable to trace the pseudonym faiill assign the corresponding application zones to be the
each user. application zone of this user. A mix zone is an area where

Assume a pervasive communication network, where a moene of the users have registered a callback. At the same
bile user periodically broadcast to the outside its infaiora time, middleware tracks the user’s location periodicaliyhw
such as the user’s authentic information, position anddpea period calledupdate periods, so that it can detect any
Therefore, users in communication range always know tpessible events of the users. Then the middle waresystem
existence of others. Also assume this network uses msknd event callbacks such as efeeit the application zone
tiple pseudonyms and there ai nodes in the network. to applications.

Before nodei enter the network it is preloaded witi In this model, users change their pseudonyms upon the
pairs of asymmetric keys|K;m, Kij,}],m = 1,---,M}. Here, boundary between one application zone and one mix zone.
Kimm=1,---,M are pseudonyms that serve as public keythen more than two users change their pseudonyms when

for communication within the network. From time to timejn a mix zone, identity of one user is mixed with all other
each user will change its public key to another pseudonymsers in the same mix zone, and no application is able to trace
from the set of pseudonyms it has been preloaded with, $®ir locations once these users exit this mix zone. Attecke
that its positions over time is less likely to be traced. are unable to link the entrance and exit of multiple users.
While the approach multiple pseudonym can increaJeherefore, users in the mix zone model is protected from
anonymity to some extent, this application requires ceordbcation-tracking.
nation for pseudonym changes: when should the users changdowever, this method requires all users to know the ge-
their pseudonyms. One solution to change pseudonyms periaetry of the mix zones. Also, factors such as geome-
odically [9]. When at least two users are within the commury of the mix zone and population within the mix zone
nication range, they can change their pseudonyms at the timéll influence the achievable privacy. The impact of pop-
so that they become indistinguishable to malicious attackeulation in the mix zone is clear since more users in the
However, this solution requires synchronization amongsjsemix zone will lead to higher amount of anonymity and
for otherwise there will be only one change at a time antlus more confusion to the attacker. Th&feet of mix
attackers can still track the position of users by obseraimdy zone's geometry can be explained by a simple example.
recording the change of this lonely user. Also it requireSeh ++++4++++++++++++++++++++++++++++++4+++

to be at least one user nearby when it is time for one user to + +

change it pseudonym, for otherwise it will lead to confusion A  + +

on the attackers’ side. In reality, synchronization amosersi + +
and high population at the same time is rarely met. + 4+ +++ + C

+ +

C. Mix Zone B + +

In [7] and [8], a mix zone model is introduced where + +

users become anonymous by changing pseudonyms in #her++++++++++++++++++++++++++++++++++



In the figure,A, B andC are three application zones, and theew pseudonym isl,, then p(d;lb;) = O for all j except for
empty space in the middle is a mix zone. Suppose at sorpe= k. In this case, usei’'s location privacy privacyt) is
point, attackerA observes that there is a usgrin application zero, sinceA can track its pseudonym change. For this reason,
zoneA, and a usenc in application zon&C. After one update we define the situation that more than two users change their
period, these two users both disappear into the mix zone, gretudonyms in the same period of time. When every user in
after another update period, one usgris observed to be in proximity coordinates to change their pseudonym so that the
application zond. Since the geometry of the mix zone is largep(d;|b;) = 1/n(t), then privacyt) has the maximum value of
enough,A will know that nx = na since usenc cannot make log, n(t). In this case, user has maximum location privacy

it to be in application zond in one or two update periods.sinceA cannot figure out which pseudonym uses using at

For this reason, users in proximity have to coordinate both i and unable to track usér

time and space for pseudonym changes. From the definition of location privacy, we can see the
location privacy achieved by a pseudonym change is upper
IIl. M ETRIC FOR ANONYMITY bounded by logn(t). We can also see the influence of user

On%opularity at the point of pseudonym change, reflected(by

and cooperation of other users as well as the knowledge of
attackerA, reflected byp(d;ll). Therefore, when we design a
scheme for pseudonym change we need to increase uncertainty
to increase user’s location privacy.

In this section, we present two metrics for anonymity,
based oranonymity sets and the other based amtropy. We
also compare these two metrics by the end of this section.

A. The Anonymity Set
Observing that the larger number of users in the same IV. User-CenTRIC MODEL

area, the more anonymous are the users in thi_s area, Chaun;glSsume a network system uses multiple pseudonym and

proposed that we could use the size a‘f.onym't}’ L 0 gjlent mix zone. In this setting users change their pseuasny

measure anonymity [14]. Here the anonymity setin some arggn, time to time to avoid long-term tracking. Also, before a

is the set of users thqt cooperate to change their pfseudonylr}g%r choose to change its pseudonym, it tuffig®transmitter

and a larger anonymity set proy|des more anonymity. and stops sending messages for certain period of time. By
Howeyer, the size of anon)_/m|ty set alone can not measqjgng Swing protocol, when one of the users, say lser

anonymity exactly if we consider the movement of USers anglyq" its own location privacy level is too low and wants

there distributions within an area. Assume in a certain ar?@change its pseudonym, this user sends to its surrounding

there aren users, one user locates at the extreme of the argers a message indicating its pseudonym change and atreques

and all othern — 1 users locate at the other extr_eme of thf'or seudonym change from other user. Upon receiving this
area. Also assume that these users change their pseudo%@g

. . f ; - . sage, all other users turff ¢their transmitters for some
from time to time. If we consider using the size of ano”ym't}ﬂeriodT, during which they will decide whether or not they

set as the metric, then this lonely user has large anonyrity\0, 14 4150 like to change their pseudonyms. Once a user
sizen since it isn—1 qthgr USErs In t.he Same area. However, akes the decision, it will change its pseudonym during the
an attacker could easily find out the identity of the Ionelgrussilent period. Also, none of the users know the decision of

since the attacker find out lonely pseudonym change all tB?ners. In this way, the pseudonym changes of all users seem

time. simultaneously, and the identity of one user who has just
changed its pseudonym are mixed with other cooperated users
B. Location Privacy since malicious attackefl cannot receive any message during

The metric calledlocation privacy is proposed in [g]. the silent periodl. o
Suppose that at time there aren(t) users in proximity whose _In a distributed setting, each user Ioc_al_ly momt(_)r its toma
pseudonyms has just changed from the set of pseudonyPh¥acy level [10] [11][12]. Based on this information, theer
B = {b1, by, ,bny} to D = {d1,db, - -, dnp)}. Also suppose decides _to change its pseudonym and start the Swing protocol
there is an attacker wh@ who has been tracking the locatiorPy Sending out request for pseudonym change to other users
of useri who used pseudonyiy € B before its pseudonym I proximity, and decides whether or not it should change
change. After the pseudonym chang®,observes the set of PSeudonym upon a request for pseudonym change. Since the
pseudonynD and will need to figure out the new pseudonynqec's'on is ma(_je with local information only, this system is
for useri. The uncertainty ofA would be the uncertainty /SO user-centric.

of useri’s new pseudonym given usés old pseudonynb. In a user-centric system, user-centric location privagglle
Assume the transmission probability @ given b is p(d[b), at timet c_)f useri . privacy(t), is influenced by the Ioc_:al privacy
then the uncertainty ofd for nodei at timet is: of nodei after its last pseudonym change at tlriﬁﬁ and

location privacy loss since last pseudonym change,

Privacy(t) = - g n(t)p(djlbr) logy(p(djiby)), (1) Privacy() = Privacy(T?) - loss(t, T%). 2

which is also defined as thkcation privacy of node i wheregi(t, Tip) represent the location privacy loss function
after its pseudonym change at time When useri is the of useri since last pseudonym change at tiﬁi,& Upon a
only one that has changed its pseudonym and supposesitscessful pseudonym change, the loss function is reset to



be zero. After that, the loss function increases based on BeDominant Srategy Solution
user’s estimation for the tracking power of malicious dttac
A. One simplification for loss function of usebetween one
successful pseudonym change at tififé” and its succeeding
successful pseudonym change at tiffje could be a linear
function in timet:

A game is said to have a dominant strategy solution if it has
the following property: each player in this game has a unique
best strategy, and this outcome is independent of the giesate
selected by other players.

More formally, let's denote the strategy selected by player
At - Tip), forO<t— 'rip <t ass and the strategies selected by all other playersashen
the paydr of playeri can be represented ly(s) = ui(s, S.i).

One strategy vecta®® = {sj,---, S} is a formal definition for

where 1 is useri’s estimation forA's tracking power, dominant strategy solution if for any playee P, anys € S;,
andto = Privacy(TP)/1 is the time loss function reaches itsVe have
maximum value Privaq{/Tip). u(s’, s5i) = u(s, si) 4)

As we can see from Eq. 2, user’s location privacy level
decreases in time if it does not change its pseudonym. If the¥Ve need to note here that a dominant strategy solution does
user does not change its pseudonym befigreits location NOt necessarily give optimal paffdo any of the players, and
privacy level becomes zero aftir In other words, the identity there are few games where each player could have a single
of this user will get exposed if one user uses the pseudonfi@minant strategy. A more realistic solution is for users to
for too long. Therefore, users in the user-centric model wih@ximize their own pay.
consider pseudonym change before its location privacyl leve
's too low. ___C. Pure Strategy Nash Equilibrium

Also, upon a successful pseudonym change, location privacy
level increases sharply to a new value. This is consistettit wi A strategy vectors® is a Nash equilibrium if for any play
the fact that a user can become anonymous by mixing its P, anys € S;, we have
identity with cooperated users after a successful pseudony . .
change. Also, if the number of cooperated users are large (s, ) = ui(s, s5) ®)
322:gnf:),tt:;segstzrccha;nobtgln higher location privacy Ieme!l a .ln the Nash equilibrium, none of the players can individgall

ge its pseudonym too frequently since,| hi Ifare by deviating. Nash equilibrium is alsx n
can use the same pseudonym for a longer period. On the ot'ﬁnepr)rove .lls wet | fy h Ig. q :
side, users will need to change pseudonyms more freque pessany (_)pt_lma or the players and may not be_ unique.
when the number of cooperated neighbors is small, which 's equilibria is also calleq pure strategy N?Sh equilibrj
leads to low location privacy level achieved by a suc;cessfS'r'Ce each player deterministically plays his own selected

pseudonym change. gtrategy.

loss(t, TP®) =
ST {privacy(Tip), forto<t<T?

D. Mixed Strategy Nash Equilibria

In mixed strategy Nash equilibria, players are allowed to
In this section, we present some basic concepts in gagwect strategies at random, and act to maximizeetpected
theory, thedominant strategy solution, pure strategy Nash payoff. Assume that each player selects strategies indepen-
equilibrium andmix strategy Nash equilibrium. dently according to a common probability distributidi{e)
based on some assigned tyaeThe distributionf; is called
a mixed strategy, and a strategy vect® is a mixed strategy
A. Smultaneous Move Game Nash equilibria if for any play € P, we have

A simultaneous move game consists of twc_J parts [1_3]: the s'(6) e arg maxz fo-)u(s, 55(6)), for all 6,  (6)
set of n players P = {1,---,n}, n sets of possiblatrategies SeSi £~

for each playei S ={S;,---,Sj,---,Sp}. To play the game,

playeri selects a strategg € S;, which results in thevector ~ The independent random choices of players lead$(8
of strategies chosen by all players = {sy,--- , s}. In such a the probability distribution of strategy vectsr

game all users select their strategies in a simultaneous@nan
also diferent players intend to choosédfdrent strategies based
on their own preference. One way to specify preferences is to
assign a value to each strategy using the seagd/f functions In [1], Freudiger andet al. analyze the Nash equilibrium

U ={ug,---,u,---,Uy}, whereu(s) shows the payd of user in n-player complete and incomplete information games and
i when strategy vectos is selected by these users, and this the first stop towards understanding theet of non-
higher value foru;(s), the more preferable is the strategyo cooperative behavior in location privacy schemes. In this
useri. As we can see from the definition, the p#yof each section, we first introduce the game model used in [1], then
user depends not only on his own strategy, but also on thame theoretic analysis on timeplayer complete, and finally
strategies chosen by all other players. game theoretic analysis on incomplete information games.

V. Basic Concepts IN GAME THEORY

VI. GAME-THEORETIC ANALYSIS



A. Pseudonym Change Games

Freudiger andet al. considers gpseudonym change game
G where users selfishly change their pseudonyms for identity
protection. They use the entropy-like location privacy las t
metric for anonymity, and mix zone model is used for location
privacy gain.

This game is defined as a triple set of playBysstrategies
S and payd functionsU, S = (P, S, U).

1) P={1,---,n(t)} is the set ofn nodes in proximity of
each other at timé n(t) > 1 is assumed so that there is
no lonely pseudonym change in a mix zone. Also each
user knows the existences of all other nodes.

S ={s, -, S} is the set of strategies for each user.
s = C (Cooperate) if useri cooperates to change its
pseudonym, and; = D (Defect) if useri choose not to
change its pseudonym.

U = {ug,---,uny) is the set of payl function of each
user. For user, the payd function is defined as

ui(t) = Privacy(t) — Cosi(t), (7

where Privacy(t) is the location privacy level of user

as defined in Eq. 2, and Cg$} represent the cost that
useri has spent on changing pseudonyms. In [1], the cost
for each pseudonym change is a consafdr all users,

2)

3) 4)

whereu’ = Privacy(t) — y = ai(t, T") is the value for
location privacy before the decision making. If user
decides to change its pseudonym, and there is at least
one cooperated user, then this pseudonym change is
successful. Therefore we can set last time of a successful
pseudonym changé’ip to bet, reset the number of
unsuccessful pseudonym changes since last successful
pseudonym change;(t, Tip) to be zero, and update the
value for payd function to be new location privacy sub-
tracted by the pseudonym change cost Pri,\(a'gfﬂ)—y. If

useri is the only one who changes its pseudonym, then
this pseudonym change is unsuccessful. Therefore, we
only need to decrease the p#élyby pseudonym change
cost and increase the unsuccessful pseudonym change
by 1. If useri choose not to change its pseudonym, then
nothing changes.

Mixed strategy is used when each user has incomplete
information about the strategies made by all others. This
is more realistic, since some users may not want to share
their decisions with others. Each user in the incomplete-
information game in [1] is assumed to know probability
distribution fi(s), the probability for user to select
strategys, for all i € P.

and the cost function is assumed to be linear witithe B. Analysis of Complete Information Game
number of unsuccessful pseudonym changes since lasf, the complete information game, each user has the knowl-

successful pseudonym change. Thus, @9st «; * vy.

edge of payfis of all other users, and chooses the strategy

We can also understamd as the number of pseudonyms)ased on these values. For brevity, here we only list the main
that are wasted by usér When making a pseudonymgagyit in [1] for complete information game.

change decision, a user considers the cost for changingl)
pseudonyms and potential location privacy gain. Recall
from Eq. 2, the privacy level of a user decreases in time

if the user does not change the pseudonym, therefore
a user intends to cooperate by changing its pseudonym
more frequently if it finds the privacy level of itself is 2)
too low. On the other side, some users intends to defect
if it finds the potential location privacy gain is smaller
than the cost of a pseudonym change.

Since the potential location privacy gain is related to
the number of cooperated usemg(s) as a result

of the strategies made by all other users, the ffayo
function is better represented agt, Ti”,s, si), and all

the information obtained by userupon one decision

The 2-player complete information pseudonym change

game has two pure-strategy Nash equilitsia (C, C)

ands = (D, D), and one mixed-strategy Nash equilibria

where playeri choose to cooperate with probability
Y

1-uP

The n-player complete information pseudonym change
game has at least 1 and at most 2 pure-strategy Nash
equilibria. Especillay, th&ll Defection strategys = D

for all i € P is a pure-strategy Nash equilibria. The
exits a unique pure-strategy Nash equilibria if thre
is a maximal set of cooperation nod®’, such that
log,(IC¥'[) —y > uPVi € C¥, and the pure-strategy Nash
equilibria iss* = {s/|s" = C if i e C¥, 5 if i ¢ C¥}.

making can be updated as follows:

if(s == C&& nc(s.i) > 0) (8)
TP =t 9)
ait, Tip) =0; (20)
ui(t, T", D, ;i) = maxPrivacy(T”) -y, u’ — y};

(11)

else ifls == C&& ne(s.i) == 0) (12)
ui(t, TP, C, s) = maxo,u’ - y}; (13)
ai(t, TP) + +; (14)

else (15)
ui(t, T", D, s.i) = maxo, uP}; (16)

(17)

The game theoretical analysis on complete information
pseudonym change game shows us that each user tries to re-
duce its consumption of pseudonyms by changing pseudonyms
only when their location privacy level is too low and there
is at least one user that is willing to cooperate by changing
its pseudonym. The-player game is more asymmetric that
the 2-player game for it has more variety over all the users.
Also, the All Defection strategy exists for each game since
one player cannot gain location privacy by cooperating@lon
Furthermore, the Nash equilibria with cooperation is Raret
optimal, if it exists.

C. Analysis of Incomplete Information Game

For the incomplete information game, players cannot know
the paydf of all the other players, and better models the



situations in reality. When making decision, each user shocon pseudonym changes have been introduced: multiple
whether to change its pseudonym or not based on its own lopgeudonym, mix network and mix zone. We have shown
tion privacy level and its estimation of other users’ styéde. the schemes of these three techniques for location privacy
Threshold equilibrium is established so that each playlecte protection and have also shown that attackers can stilktrac
its strategy based on its paya; and a threshold;”™ the users if user population is too low or the spatial-terapor
resolution is not satisfied. Next, we presented two ways to

C, for 0< uP < i (18a) ) . .

s(u) = { o measure anonymity of a user, one is based on anonymity set

D, forli <u <logy(n) —y and the other is based on entropy. The entropy is a betteiometr
Then the probability for userto cooperate is: in that it considers the movement of users as well as the size
i of anonymity set. We have also presented user-centric model
C(li) = Pr(u; < @) = f f(u)du; (19) and the non-cooperative pseudonym change game. Using the

0 game theoretic analysis, we have shown the derived eqailibr

and the probability of defection iB(l;) = 1 — C(i). to achieve location privacy in the non-cooperative model,

Suppose at time there aren(t) players in a incomplete in both complete information and incomplete information
pseudonym change game. Also assume that when playerpseudonym change game. The summarized results show that
P the non-cooperative modeffectively reduce the consumption
{i} chooseuZ; to be their threshold vector, the probability forof pseudonyms, and the larger cost for changing pseudonyms
k of the other users to cooperate is ®ré k, 0i_;) in useri’s encourages selfish users to cooperate more.
knowledge. Then players estimation for its average paffo
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VII. ConcLusioN

We have discussed the issue of location privacy in
using location-aware applications. Three techniques dase



